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V/v canh béo virus W32.CrashSMB gay khai dong
lai may tinh d6t ngot dang bung phat tai Viét Nam
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Theo canh bao cuia cac chuyén gia an ninh mang, hang loat hé thong mang
tai Viét Nam voi sé luong may tinh 16n da bi dinh tré boi loai virus méi nguy
hiém c6 tén W32.CrashSMB gay ra hién tuong may tinh dang sir dung bi 15i
khoi dong lai dot ngot hoic bi 16i man hinh xanh (Blue Screen). Tinh dén nay da
c6 329.000 may tinh tai Viét Nam duoc ghi nhan nhiém loai virus nguy hiém
W32.CrashSMB, trong d6 tinh Son La cé khoang 10 may tinh da bi lay nhiém,
da dugc So Thong tin va Truyén thong huéng dan xir Iy kip thoi.

Phén tich cua cac chuyén gia cho hay, loai virus W32.CrashSMB dugc
phat tan bang k¥ thuat tan cong, khai thac cac may tinh ton tai 156 hdng SMB.
Pay 1a hinh thtc tan céng twong tuy nhu cta virus ma héa di liéu téng tién “noi
tiéng” WannaCry da st dung. L6 hong phan mém SMB - 15 hdng virus
WannaCry tirng st dung da nhiéu lan duoc cac chuyén gia an toan théng tin
mang canh bao vé mtrc d6 nguy hiém ciia nd. Theo wdc tinh, van c6 téi hon 50%
may tinh tai Viét Nam chua dugc va 16 hong SMB va tham chi ngay ca véi mot
s6 may tinh méi duoc nguoi ding mua vé tir cira hang ciing ton tai 16 hong bao
mat nguy hiém nay.

Ciing theo phan tich, sau khi 1ay nhiém, virus W32.CrashSMB s& chiém
quyén diéu khién may tinh, bién may cia nan nhan thanh mot may tinh ma, tir
d6 tiép tuc tan cong sang cac may khac trong cing hé théng mang. “Ddu hiéu dé
thay khi mgt may tinh bj virus W32.CrashSMB tan cong la thinh thoang hé diéu
hanh hién théng bao 16i, sau @6 may tinh bi khoi dong lai dét ngét hodc bi 16i
man hinh xanh (Blue Screen)”.



Khi bi virus W32.CrashSMB chiém quyén diéu khién may tinh, nguoi
ding s& phai doi mat véi cac nguy co bi theo ddi, bi lay cip dir liéu va thong tin
ca nhan, lay cap tai khoan ngan hang, tai khoan Gmail, Facebook... Pong thoi,
may tinh cia nguoi dung ciing s& bi chay rat cham vi virus W32.CrashSMB sir
dung tai nguyén hé thong dé thuc hién hanh vi dao tién ao.

Nham dam bao an toan théng tin mang, phong/chéng nguy co lay nhiém
virus W32.CrashSMB, S¢ Théng tin va Truyén théng canh bao va dé nghi céc
co quan, don vi nghiém tuc trién khai mot sé noi dung:

1. Thudng xuyén cap nhat ban va mai nhat caa hé diéu hanh.

2. Cai dat phan mém diét virus thuong truc dé duoc bao vé mot cach tu
dong; cap nhat phién ban mai nhat cia phan mém diét virus dé cap nhat mau
nhan dién virus W32.CrashSMB.

3. Nghiém tlc trién khai thuc hién cac huéng dan caa S¢ Théng tin va
Truyén théng, tai cong van sé6 920/STTTT-CNTT ngay 21/8/2018 vé viéc ting
cudng bao ¢am an toan thong tin trong dip L& Québc khanh 02/9 va cong tac dam
bao an toan thong tin trén mdi trrong mang.

4. Can b chuyén trach/kiém nhiém cdng nghé thdng tin, quan tri mang tai
cac co quan, don vi thudng xuyén theo di, ra soat hé thong may tinh cua co
quan, don vi minh; kip thoi bao céo, phdi hop xt ly cac su ¢b xay ra.

Thong tin hd trg vui long lién hé: Phong Cong ngh¢ thong tin, S0 Thong
tin va Truyén thong tinh Son La; s6 20 duong Hoang Quoc Viét, TP Son La,
Tinh Son La, Dién thoai: 0212 2210.468;

Dé nghi cac co quan, don vi quan tam, thyuc hién./.
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